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ABSTRACT

Implementation in FPGA of the new Advanced Encryp-
tion Standard, Rijndael, was developed and experimentally
tested using the Insight Development Kit board, based on
Xilinx Virtex II XC2V1000-4 device. The experimental
clock frequency was equal to 75 MHz and translates to the
throughputs of 739 Mbit/s for Rijndael with block size and
key size of 128 bits, respectively. This circuit has capability
to handle encryption/decryption and fitted in one FPGA tak-
ing approximately 84 % of the area. Our work supplements
and extends other research efforts [1] [2].

1. INTRODUCTION

In 1997, The National Institute of Standards and Technol-
ogy (NIST) initiated an effort towards developing a new
encryption standard, called Advanced Encryption Standard
(AES). The development of the new standard was organized
in the form of a contest coordinated by NIST. In October
2000, Rijndael [3] was announced as the winner of the con-
test and a future Advanced Encryption Standard. Rijndael
proved to be one of fastest and most efficient algorithms. It
is also easily implemented on a wide range of platforms and
is extendable to other key and block lengths.

This paper evaluates the Rijndael cipher implementation
from the viewpoint of its hardware mapping into high per-
formance Xilinx FPGA. An FPGA implementation can be
easily upgrated to incorporate any protocol changes without
the need for expensive and time consuming physical design,
fabrication, and testing required in case of ASICs. Our pa-
per is organized as follows. A brief overview of Rijndael
cipher algorithm and its basic building blocks is given in
Section 2. Section 3 outlines the design of the pipelined
Rijndael implementation. Performance results and the test
setup are given in Section 4. Finally, in Section 5, possible
future work is described and concluding remarks are made.

0-7803-7523-8/02/817.00 ©2002 [EEE

2. IMPLEMENTATION OF THE RIINDAEL
ALGORITHM

Rijndael is a symmetric key block cypher with a variable
key size and a variable input/output block size, Cur imple-
mentation supports only one key size of 128 bits and is lim-
ited to the block size of 128 bits, which is the only block size
required by Advanced Encryption Standard. Implementing
other block sizes, specified in the original, non standardized
description of Rijndael is not justified from the economical
point of view, as it would substantially increase circuit area
and cost without any substantial gain in the cipher security.

The Rijndael algorithm is a substitution linear transfor-
mation cypher based on S-boxes and operations in the Ga-
fois Fields. Below we describe the way of implementing all
component operations of Rijndael.

Implementation of the encryption round of Ri-
jndael requires realization of four component opera-
tions: Substitution, ShiftRow, MizColumn, and
KeyAddition. Implementation of the decryption
round of Rijndael requires four inverse operations:
InvSubstitution, InvShi ftRow, InvMizColumn, and
KeyAddition.

Swubstitution is composed of sixteen identical S-boxes
working in paratlel. InvSubstitution is composed of the
same number of inverse S-boxes. Each of these S-boxes
can be implemented independently using a 256x8 bit look-
up table.

ShiftRow and InuShiftRow change the order of
bytes within a 16 byte (128 bit) word. Both transforma-
tions involve only changing the order of signals, and there-
fore they can be implemented using routing only, and do
not require any logic resources, such as Configurable Logic
Blocks (CLBs) or dedicated RAM,

The MizColumn transformation as well as
InvMizColumn can be expressed as a matrix muiti-
plication in the Galois Field GF(2%). The InuvMizColumn
transformation has a longer critical path compared to the
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Figure 1: Architecture of the circuit.

MizColumn transformation, and therefore the entire
decryption is more time consuming than encryption,
KeyAddition is a bitwise XOR of two 128 bit words.

3. ARCHITECTURE OF THE
ENCRYPTION/DECRYPTION

The organization of the hardware implementation of the cir-
cuit is shown in Figure 1. The organization includes the
following units:
- EncryptionFSM and DecryptionFSM (Encryption
and Decryption Finite State Machines), used to encipher
and decipher input blocks of data,
- KeyScheduleFSM (Key Scheduling Finite State Ma-
chine), used to compute a set of internal cipher keys based
on a single external key.
- RAM SubK eys (RAM memory) of internal keys, used to
store internal keys computed by the KeySchedule FSM,
or load the initial key to the FPGA through the Key Entry
Interface.
- Imnput FSM (Input Interface Finite State Machine), used
to load blocks of input data and to store input blocks await-
ing encryption/decryption.
- KeyEntryFSM (Key Entry Interface Finite State Ma-
chine), used to load the external key.
- QutputFSM (Output Interface Finite State Machine),
used to temporarily stere output from the encryp-
tion/decryption unit.
- MainFSM (Main Control Finite State Machine), used to
generate control signals for atl other units.

The registers R1 through R3 allows the circuit o pro-
cess data in parallel with an encryption or decryption.

Both the input and output channels are 16 bits wide.
Therefore, in order to read in the whole cipher or key,

Module Round | sell | sel2
EneryptionFSM | Initial 0 0
Tteration 1 0
Final 1 i
DecryptionFSM | Initial 0 0
Iteration 1 1
Final 1 0

Table 1: Selection signals for encryption and decryption.

a handshaking protocol is used. The top level controller
MainF'SM provides contro! signals necessary for the
handshaking protocol.

As mentioned in the abstract, we selected 128 bit
size for the key. KeyEntryFSM loads the key and
KeySchedule FSM produces subkeys of 128 bits. The
subkey pieces are then passed and stored into the RAM
memory RAM SubKeys. The memory has eleven loca-
tions: ten locations are for the subkeys and one for the key.
It is important te store the initial key since is used in the
decryption process.

The implementation of the encryption and decryption
Finite State Machines is shown in Figure 2 and Figure 3,
respectively. The values of the selection signals sell and
sel2 for the multiplexers are presented in Table 1. The criti-
cal path is located in the decryption module, and includes
KeyAddition (an XOR operation), InvMizColumn,
multiplexer, InvShi ftRow, InvSubstitution, and multi-
plexer. There are one initial round, nine iterations and one
final round.

1-508



r
Substitution

i

ShifiRow
.
1
MixColumn
\ 1
in 0 1 e sel2

% 3
0 _j-— selt

A

sk~ KeyAddition

next_outRound
3

[oFF 4

ocutRound

Figure 2: Block diagram of the EncryptionFSM.

4. TEST SETUP

The Rijndael cipher was first described in VERILOG, and
its description verified using the VERILOG-XL simulator
from Cadence Design Systems. Test vectors from the refer-
ence software implementations [4] were used for debugging
and verification of VERILOG codes. The revised VER-
ILOG code became an input to Xilinx ISE Series 4.1i soft-
ware [5] performing the logic synthesis, mapping, placing,
and routing. These tools generated reports describing the
area and speed of implementation, a netlist used for tim-
ing simulations, and a bitstream to be used to program the
FPGA device Virtex 11 XCZV1000-4.

Figure 4 shows a block diagram of the measurement
setup, In order to program the FPGA, a SUN worksta-
tion was connected to the Insight Virtex II Development Kit
board [6]. The board was connected to the Logic Analysis
System Agilent 16702B [7] which provided and displayed
signals during measurements.

The results of the FPGA implementation are summa-
rized in Table 2. The throughput 8] of the circuit is given
by:

Throughput = 128 bits/13 clocks - 75 MHz,

where 13 clocks is the number of cycles used by the mod-

InvShiftRow
1
in InvSubstitution
\ 0 _1}—— sel1
sk —=1 KeyAddition

:

\

InvMixColumn

3

\O 1 sel2
[ o

next_outRound
FF g

outRound

Figure 3: Block diagram of the DecryptionFSM,

ules EncryptionF'SM or DecryptionFSM for an en-
cryption or decryption,

5. CONCLUSIONS

In this paper we have evaluated the Rijndael cipher from the
point of view of its implementation in FPGA.

The new architecture presented allows the implemen-
tation of the Rijndael cipher with high speed encryption
and decryption. The experimental procedure demonstrated
that the total encryption and decryption throughput of
739 Mbit/s can be achieved using a single FPGA device.
Only up to 84 % of resources of this single FPGA are re-
quired by all cryptographic modules.

Future development will include integration of the
modes of operation CBC, CFB, and OCB which are con-
sidered secure for transmission of large volumes of data,
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Figure 4: Experimental setup.
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Target FPGA device Virtex II XC2V1000-4
Maximum clock frequency 75 MHz
Encryption/decryption

throughput 739 Mbit/s
Area

CLB slices 4,325
Block ROMs 37
Block RAMs 1
Percentage occupied

in device 84%
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Table 2: Results of FPGA implementation.
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